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Introduction

Imagine a store where customers pick the items they need, put them in shopping carts, and just walk out. As odd as it might sound, this scenario is about to happen. The Düsseldorf-based Metro Group, a German supermarket operator, has recently started to test Radio Frequency Identification (RFID) technology for self check-out in fifty of its stores. With the self check-out system in place, customers’ items are scanned without the need to take them out of the cart. At the same time, the tags get disabled automatically so that security sensors can recognize that the customer is not shoplifting. Metro has reported that even in the prototype form, use of RFID technology has improved customer satisfaction and has reduced theft. Metro partnered with chipmaker Intel and software provider SAP for this “Future Store Initiative” [Ewing, 2004]. In addition to providing facilities that make the shopping experience more convenient for the customer, Future Store allows customers to use RFID-enabled debit cards as a method of payment to make the self-checkout process easier. 

Metro Group relies on an RFID-enabled debit card, but “contactless” payment is already possible in other forms. For example, Royal Philips Electronics and ViVOtech, a U.S. payment specialist, have partnered to test and promote contactless payment applications using RFID technology in handheld devices such as cell phones [Collins, 2004f]. By comparison, having customers place all their items in shopping carts and walking out of the stores does not seem that far fetched. 

While RFID in commerce is a rapidly emerging trend, RFID itself has been around for half a century. RFID technology was used for tracking in World War II. The United Kingdom used RFID devices to distinguish their airplanes from those of their enemies [Landt, 2001]. Table 1 shows a timetable of RFID technology development [Landt, 2001]. Fifty years later RFID technology has started to be widely deployed by such organizations as Target, Wal-Mart
, the US Department of Defense, Tesco, and Metro AG who are forcing suppliers to put their RFID plans on the fast track. “What retailers are doing right now is looking at the market leaders to set a direction,” says Marco Ziegler, a partner in Accenture’s retail and consumer-goods practice [BusinessWeek, 2004]. According to BusinessWeek, sales of RFID tags and related equipments is expected to grow dramatically in the next few years reaching around $4.6 billion in 2007 (estimates by Wall Street research firm Robert W. Baird & Co) [BusinessWeek, 2004]. Despite this projected growth and promise of advancement, with change comes resistance. 

	Decade
	Event

	1940-1950
	Radar refined and used, major World War II development effort. 

RFID invented in 1948.

	1950-1960
	Early explorations of RFID technology, laboratory experiments.

	1960-1970
	Development of the theory of RFID. 

Start of applications field trials.

	1970-1980
	Explosion of RFID development. 

Tests of RFID accelerate. 

Very early adopter implementations of RFID.

	1980-1990
	Commercial applications of RFID enter mainstream.

	1990-present
	Emergence of standards. 

RFID widely deployed. 

RFID becomes a part of everyday life.


Table 1. History of RFID (Aimglobal)

There are several issues that must be addressed in order for RFID to achieve its full potential. First, standards must be in place before companies begin to implement RFID on a large scale. Second, efficient middleware for integrating data retrieved from tags with business applications must be developed. Third, significant consumer privacy issues which have slowed down the adoption RFID must be resolved. The objective of this paper is to provide an update on these issues. The paper first provides an overview of RFID technology and summarizes some of its recent applications. It then discusses the issues of standardization, middleware, and privacy.

1. What is RFID?

RFID refers to the set of technologies that use radio waves for identifying objects or people. A basic RFID system includes a radio frequency tag, a combination of a microchip and an antenna, which is also called a transponder, and a reader. The reader sends out electromagnetic waves, which are received by the tag’s antenna. The tag sends the data, which is usually a serial number stored on the tag, by transmitting radio waves back to the reader. Figure 1 depicts a schematic view of the components of an RFID system.
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Figure 1. Components of an RFID system (Source: Manhattan Associates)

There are three main types of RFID tags, active, passive, and semi-passive. Active tags are powered by an internal battery, which is used to run the microchip’s circuitry. Active tags are usually used on objects that need to be tracked from 100 feet or more away from the reader. Passive tags obtain the needed electrical energy from the electromagnetic field generated by the reader and they are limited to a range of 20-feet. Semi-Passive tags also have batteries, but unlike active tags, the battery is not used to communicate with the reader; instead it is only used to run the tag’s circuitry. Active and semi-passive tags are expensive, costing over a dollar each. Active tags are useful for tracking high-value goods that need to be scanned over long ranges, such as railway cars on a track. Passive tags are less expensive and therefore are used on less expensive goods. The price of passive tags is still around 25 cents, if bought in high volumes, and around 75 cents, if not. Vendors have aimed to bring the cost down to five cents [Landt, 2001; RFID Journal, 2004b]. However, Tom Miller, President of Intermec Inc., believes that RFID tags would still be a money-saving technology without becoming as inexpensive as five cents [BusinessWeek, 2004].

The microchip of the RFID tag can be either read-write or read only. The information on the read-write tags can be overwritten. The information stored on read-only tags, as the name implies, cannot be changed. Every RFID tag is manufactured to work on a specific frequency. The most common frequencies used by RFID systems include, low (around 125 KHz), high (13.56 MHz) and ultra-high frequency, also called UHF (850-900 MHz). Some applications use Microwave (2.45 GHz) frequency [Landt, 2001; RFID Journal, 2004b].

2. Recent Applications of RFID

RFID technology can be used for a broad range of applications. RFID is most commonly used for tracking goods in the supply chain [RFID Journal, 2004b].  Other examples of the use of RFID technology include, security (preventing theft of automobiles, store items, etc.); controlling access to buildings and networks; payment (collecting tolls (EZ pass), contactless payments at stores), and many others [RFID Journal, 2004b]. In this section, some of the most recent applications of RFID are discussed.

2.1 Inventory Management

RFID tags have been used extensively by companies for keeping track of inventory. By utilizing RFID technology to track inventory, companies increase inventory visibility and thus reduce shipping errors, costs and theft. For example, the U.S. Department of Defense (DOD) will officially start using passive RFID tags beginning in January 2005. The DOD has already experienced some of the benefits of using the tags on cartons and pallets at some of its facilities. Some of these benefits include asset/supply chain visibility, and more timely and accurate information [Roberti, 2004b]. 

Moreover, some libraries have started using RFID technology to keep track of their inventories. Tagging library books helps speed up the checkout lines and keeps the collections of books in good order. Currently the tags cost around 50 cents a piece. In spite of the cost, there are several reasons that tagging books makes sense. First, the books (and borrowed items, in general) unlike consumer goods are returned; therefore there is no need to repurchase tags for existing books. In addition, the effort required to manage inventory will be reduced which should generate additional cost savings. In libraries that are equipped with RFID technology, inventory checking time is reduced significantly because rather than examining each book separately, librarians can simply walk through the aisles holding an RFID reader. Since they are constantly monitored by RFID readers, the books can be replaced on any shelf after each use. Therefore, most frequently used books will be pulled to the front shelves and the least frequently used books get pushed to the back shelves. The library systems of University of Nevada saved $40,000 by finding more than 500 lost items in its collection in the process of tagging 600,000 items [Gilbert, 2004b]. The need for using RFID tags in library books has created the demand for publishers to sell books with tags already implemented. NBD|Biblion, a Dutch publishing company, is using RFID tags for all the books it sells to Dutch libraries. This publisher is selling the tagged books to libraries at no extra cost with the aim of gaining competitive advantage over its rivals [Collins, 2004d].

2.2 Implantable RFID chips
One of the uses of RFID technology has been in the form of implantable chips. Use of this type of RFID chip for tracking animals has been around for several years. The use of RFID implants in the human body has recently started to grow. In Mexico, more than a thousand patients have received RFID VeriChip (implantable RFID chips made by VeriChip, a division of Florida based Applied Digital Solutions) injections [Gilbert, 2004a]. In July 2004, Mexican Attorney General Rafael Macedo de la Concha, several of his staff, and around 160 employees of an anticrime computer center in Mexico City received RFID tag implants in order to be able to securely access their buildings [Gardner, 2004]. The human use of implantable RFID has grown faster outside of the United States due to the fact that this application was not allowed in the U.S. until very recently.
In October 2004, the U.S. Food and Drug Administration approved the use of RFID tags implanted in humans for medical purposes. The implantable RFID chips can be injected into the fatty tissue of the arm. If used for medical purposes, doctors and nurses would be able to scan a patient’s arm and get information such as the patient’s identity, blood type, and other details. Medical data is not stored on the chip, instead, the chip stores an identification number and the medical information is retrieved from a database. “Applied Digital has sold about 7,000 VeriChip devices, and approximately 1,000 have been inserted in humans, the company said in July” [Feder and Zeller, 2004]. 
Implantable RFID chips have had other applications besides their use for medical purposes. In late September, the BBC did a report on the use of implantable RFID chips in the Baja Beach Club in Barcelona, Spain. This club offers its VIP clients microchips that can be injected into their upper arms enabling them to access the VIP lounges and use the RFID tag as a debit card to pay for drinks. The RFID chip used for this purpose is a glass capsule measuring 1.3mm by 1mm (Figure 2) [Morton, 2004]. The capsule is made by VeriChip.
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Figure 2. A sample of an RFID chip for implanting in the human body

(Source: BBCNews)

2.3 Other Applications
RFID technology has been used for many other applications. Wannado City, a theme park in Florida, provides RFID wristbands (made by Texas Instruments) to all visitors as part of general admission to the park. Visitors can locate their group members by using touch-screen kiosks throughout the park that are linked to the system, called SafeTzone's Real-Time Locating System [Gilbert, 2004c].

RFID tracking has also found its way into construction. Identec Solutions, Inc. and International Road Dynamics, Inc. (IRD), two Canadian companies, have used RFID technology to develop a system for checking concrete maturity remotely. This RFID based system involves simply attaching and burying active RFID tags with temperature loggers within the cement and recording the information with a handheld PC (Figure 3) [RFID Journal, 2004a].  RFID also offers a mean to locate construction materials – for instance building studs or materials covered by snow.
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Figure 3. Concrete maturity test with RFID tag (Source: IRD)

The range of RFID technology has a wide range of applications and it is limited by imagination. RFID tracking primarily took off in the supply chain management and this application of the technology is still the most common. Recently, however, the technology has been used in more striking applications. If the barriers for RFID adoption are removed, there will be an endless number of implementations for this technology.

3. Obstacles to RFID adoption

There are several issues that have been of concern for companies contemplating the implementation of RFID technologies. These issues have slowed the process of RFID adoption. Some of these issues include standardization, the need for efficient middleware for data integration, and privacy. This section explains each issue and elaborates on recent developments.

3.1 Standardization
Currently, there is no common RFID standard. As a result, many companies hesitate to adopt RFID because of potential compatibility problems. Some companies worry that a universally accepted standard will never evolve. Currently, several organizations are active in standardization of RFID technology. The leading institutions include, the International Organization for Standardization (ISO), and EPCglobal, the joint venture of European Article Numbering/Uniform Code Council (EAN
.UCC
) [Wolfe et al., 2003]. Some of the other institutions that work on RFID standards include the American National Standards Institute (ANSI), and the Automotive Industry Action Group (AIAG).

EPCglobal has been the most active institution and it has worked on standardization of the entire RFID system from the tags to data integration. ISO, the other leading institution, has primarily emphasized standards related to the air interface and has not focused much on other aspects. For these reasons, this paper will focus primarily on EPCglobal and its developments. The paper provides a short explanation of ISO’s activities regarding RFID standardization, and then concentrates on the standards developed by EPCglobal. EPCglobal is working on the development of the EPCglobal NetworkTM, which was initially developed by the Auto-ID Center. To further understand its beginnings, a short summary of Auto-ID Center activities is also provided.

3.1.1 ISO

The International Organization for Standardization (ISO) is a network of 145 countries working towards international standardization. The ISO has been active in standardization of RFID internationally. The ISO has had three committees that deal with RFID technology:

· TC104 (deals with freight containers)

· TC204 (road informatics)

· TC122 (packaging)

The ISO has proposed ISO 18000 for standardizing the air interface protocol, the specifications for allowing readers to communicate with tags. According to a report by Stear Bearn [Wolfe et al., 2003], ISO 18000 does not specify criteria related to data content or the physical implementation of the tags and readers.

3.1.2 Auto-ID Center

The Auto-ID Center focused on developing global standards for RFID technology. The EPCglobal NetworkTM (please refer to section 3.1.3.1.1) was initially developed by the Auto-ID Center at the Massachusetts Institute of Technology (MIT) with the cooperation of five leading research universities. The Auto-ID Center encouraged companies to sponsor development of EPCglobal NetworkTM. Table 2 includes a list of Auto-ID Center sponsors. By participating in the center’s meetings and activities, these companies have been able to influence the evolution of RFID standards. The Auto-ID Center officially closed its research activities on October 31, 2003. EPCglobal along with Auto-ID Labs took over the Center’s responsibilities and have continued to work towards the development of RFID standards. [EPCglobal, 2004b; Wolfe et al., 2003]

	Board of Oversees
	Technology Board

	Abbott Laboratories
	Ahold, IS
	Accenture
	ACNielsen

	Best Buy Corporation
	Canon Inc.
	Alien Technology
	Avery Dennison

	Carrefour
	Chep International
	AWID
	British Telecommunications (BT)

	Coca-Cola
	CVS
	Cash's
	Catalina Marketing Corp

	Dai Nippon Printing Co., Ltd
	Department of Defense
	Checkpoint Systems, Inc.
	ConnecTerra, Inc.

	Ean International
	Eastman Kodak
	Ember Corporation
	Embrace Networks

	The Gillette Company
	Home Depot
	Flexchip AG
	Flint Ink

	International Paper
	Johnson & Johnson
	GEA Consulting
	GlobeRanger

	Kellogg's Corporation
	Kimberely Clark Corporation
	IBM Business Consulting Serivces
	IDTechEx

	Kraft
	Lowes Companies, Inc.
	Impinj, Inc.
	Information Resources, Inc.

	Metro
	Mitsui & Co, Ltd.
	Intel
	Intermec

	Nestle
	Pepsi
	InvensysPLC
	Ishida Co, Ltd.

	PepsiCo
	Pfizer
	KSW Microtec AG
	Manhattan Associates

	Philip Morris USA
	Proctor and Gamble Company
	Markem Corp.
	Matrics

	Sara Lee
	Smurfit-Stone Container Corp
	Morningside Technologies
	NCR Corporation

	Target Corp.
	Tesco Stores Ltd.
	Nihon Unisys Ltd.
	Nippon Telegraph and Telephone Corporation

	Uniform Code Council
	Toppan Printing
	NTT Comware
	OATSystems

	United States Postal Service
	Unilever
	Omron Corporation
	Philips Semiconductors

	Visy Industries
	UPS
	Rafsec
	RF Saw Components

	Wegmans Food Markets, Inc.
	Wal-Mart Stores, Inc.
	SAMSYS
	SAP

	Yuen Foong Yu Paper Mfg. Co., LTD.
	Westvaco
	Savi Technology
	Sensitech

	
	
	Sensormatic Electronics Corp
	Siemens Dematic Corp.

	
	
	STMicroelectronics
	Sun Microsystems

	
	
	Symbol Technologies
	TAGSYS

	
	
	ThingMagic
	Toppan Forms

	
	
	Toray International, Inc.
	Vizional Technologies

	
	
	Zebra Technologies Corporation
	


Table 2. Auto-ID center Sponsors (Source: The Auto-ID center)

3.1.3 EPCglobal
The joint venture between EAN and UCC is called EPCglobal. EPCglobal is a Belgium-based non-profit organization. EPCglobal’s mission is to establish and maintain the Electronic Product Code (EPC) Network as the global standard for identification of individual items to commercialize the use of RFID technology [Wolfe et al., 2003]. EPCglobal Network™ has been designed to work “as a set of global technical standards for immediate, automatic identification of any item in the supply chain of any company, in any industry, anywhere in the world” [EPCglobal US, 2004]. Section 3.1.3.1 provides a description of the EPCglobal Network™ and its elements.

During the past year EPCglobal has developed an intellectual property rights policy
 that is supported by all major vendors. From the start, the EPCglobal Network™ was intended as an open standard where all of the supporters would be able to freely use the technologies. However, based on this new policy, if EPCglobal uses a company’s intellectual property (IP) for a standard specification, and the IP had been created before the company joined EPCglobal, the rights to that IP are protected for the company. This new policy has encouraged several companies, which were initially hesitant, to join EPCglobal. In addition, during the past year, EPCglobal established a formal standards development process [Roberti, 2004c]. “These are important achievements because they facilitate participation by vendors in the creation of EPC standards,” says Michael Meranda, President of EPCglobal US [Roberti, 2004a]. EPCglobal has cooperates with at less 60 RFID vendors and EPCglobal and its members
 have come up with a consensus on some of the RFID standards
 [Roberti 2004a, b].

3.1.3.1 EPCglobal NetworkTM
The EPCglobal NetworkTM is a set of global technical standards aimed at enabling automatic and instant identification of items in the supply chain and sharing the information throughout the supply chain. The set of standards focuses on UHF (Ultra High Frequency) tags and aims to provide a numbering system for unique identification and define how data is stored and transferred. The EPCglobal NetworkTM consists of five fundamental elements: the ID System (EPC Tags and Readers), Electronic Product Code (EPC), Object Name Service (ONS), Physical Markup Language (PML), and Savant. The EPC, which sits on the tags, is basically a number designed to uniquely identify an individual object in the supply chain. The EPC is communicated to readers and then ONS translates the EPC to Internet addresses, where further information on the object may be found. The PML provides a standard format for data exchange throughout the network. To handle the vast amount of exchanged information, Savant manages the data in a way that reduces network traffic. Following sections provide more detailed description of each of these elements.

3.1.3.1.1 Electronic Product Code (EPC)

EPC is a product identification code. Like many other product codes that are used in commerce, EPC identifies the manufacturer and product type. However, EPC has an added set of digits for identifying each individual item
. An EPC number contains:

· Header, to identify the length, type, structure, version and generation of EPC

· Manager Number, to identify the company

· Object Class, to identify the class of objects to which an individual item belongs. 

These digits collectively provide a unique identification for an item. This structure is shown in Figure 4.
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Figure 4. Structure of Electronic Product Code (Source: The Auto-ID Center)

Additional fields can be added to the structure of EPC for encoding and decoding information from different product codes. The embedded information in EPC would be just a reference number to the stored information about the individual item. Current coding standards include other information, such as weight, size, etc. There have been attempts to simplify EPC, make EPC extensible for future products, and devise a way to store EPC on some type of physical media. Since EPC was meant to be used on possibly trillions of items, it is designed to be as simple as possible in order to minimize its size so that it would not need much storage space on the physical media [Brock, 2001a; EPCglobal b].

3.1.3.1.2 Object Name Space (ONS)

EPC is just an information reference; therefore, Object Name Service (ONS) has been proposed to translate EPC codes directly to IP (Internet Protocol) addresses (Figure 5). The ONS communicates with the computer system and tells the computer where to find information related to a specific EPC. The ONS matches RFID tags to information about the products to which they are attached. The ONS works similar to the existing Domain Name System (DNS), “which routes computers to sites on the Internet” 
 [Hesseldahl 2004b]. Earlier in 2004, EPCglobal awarded Verisign
 a contract to run ONS. Verisign’s servers will not store product information, but rather point to servers of other companies elsewhere on the Internet, where that information is stored” [Hesseldahl 2004b].


[image: image5]
Figure 5. ONS transmits EPC to the Internet (Source: The Auto-ID Center)

3.1.3.1.3. Physical Markup Language (PML)

PML is a markup language used for describing information about an individual item. Since the information obtained from reading the RFID tags is going to be maintained on the Internet, there is a need for a unified language for describing physical objects. As a part of the standardization process, EPCglobal has proposed PML for describing physical objects, processes, and environments. HTML now is a standard way of showing contents on the web; PML is intended to serve the same purpose for describing the physical objects and their related networked information. PML, once used as a common standard, is going to “serve as a common base for software applications, data storage and analytic tools for industry and commerce” [Brock, 2001b]. There are several factors that have been considered in designing PML. Some of these factors include simplicity, generality, comprehensive data types, abstract naming, robust operation, standard units of measure, non-derived data types
, standard syntax
, global language, and hierarchy (Please see Figure 6) [Brock 2001b].
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Figure 6. Elements in a shipment form a hierarchy composed of a transport vehicle, pallets, containers, and items (Source: The Auto-ID Center)
3.1.3.1.3 Savant

Savant is an enterprise software technology developed to provide middleware (refer to section 3.2) between RFID reader and databases. Savant sits between tag readers and enterprise applications in order to manage the vast amount of information retrieved from the tags. Savant manages and moves information in a way that does not overload existing networks. Savant has a hierarchical architecture that directs the flow of data by gathering, storing, and acting on information and communicating with other Savants. In a Savant system, lower level Savants process, filter and direct information to the higher level ones and, consequently, massive flow of information and network traffic is reduced. Figure 7 shows a schematic view of Savant system [Goyal 2003; Wolfe et al. 2003].
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Figure 7. Savant System (Source: The Auto-ID Center)

3.2 Middleware

Mandates from firms such as Wal-Mart, Target, and the US Department of Defense have created urgency for companies to adopt RFID technology. However, the real benefit of using RFID technology for tracking items stems from the intelligent use of data, retrieved from RFID-tagged products and supplied to business applications. As Nicholas Evans Global Lead, Emerging Technology, for BearingPoint’s public services sector, states:
“Many companies are struggling to understand how RFID data can be turned into information that they can use to cut costs and drive efficiencies. The key is likely to be found not in the RFID readers or in the enterprise systems, but in the middle—more precisely, in the middleware” [Evans, 2004]

Therefore, having efficient middleware for incorporating the data to business processes is vital to these companies. The set of applications between RFID tags and business information systems is called middleware. Middleware links the information, retrieved from the tag, to the product information that is saved in the databases. For example, in a supply chain, the middleware processes the information received from the tag and transfers it to company’s supply chain execution (SCE) software. SCE then updates inventory data. [Chokshi et al. 2003; Wolfe 2003].

Efficient middleware is able to handle the following tasks [Walker 2004]:

· Reader coordination: Users can configure and monitor the readers by issuing commands to the readers through middleware.

· Data smoothing and filtration: Middleware is responsible for ensuring data accuracy and preventing data redundancy. Middleware handles large volume of data by providing a buffer for filtering and aggregation of data. 

· Data routing and integration: Middleware controls the distribution of information to different business applications.

· Process management: Middleware monitors data based on business rules. Middleware can alert systems in the case of, for example, unauthorized product movement or unexpected inventory level. Middleware sends notifications (about low or out-of-stock level of inventory) to inventory management system.

3.2.1 Middleware Market 

RFID middleware should consist of a core infrastructure in addition to packaged applications. Packaged applications from vendors such as Manhattan Associates and OATSystems are suitable for “meeting the needs of time-strapped early adopters” [Leaver, 2004]. Platform providers such as Oracle, IBM, and Microsoft are expected to become more dominant players in the enterprise-wide RFID middleware market. However, it is believed that small vendors will stay in the market [Collins, 2004h; Leaver, 2004].

Mandates imposed by industry have created an urgency for companies to look for short term solutions. However, middleware “is positioning itself as a longer-term solution” [Kerner, 2004]. Leaver, a Vice-President and Research Director at Forrester Research Inc., believes that currently most companies need fast implementation of RFID technology at the plant level; therefore, they have products from multiple vendors. However, in the long run, in order to deploy RFID at the enterprise level, companies will need middleware architectures [Collins 2004h; Leaver 2004].

In August 2004, Forrester Research Inc. published a report entitled “Evaluating RFID Middleware”. In this study, Forrester surveyed several RFID industry players. The report categorized software vendors into four broad areas, RFID Pure Plays, application vendors, platform giants, and Integration Specialists. Each of these groups of vendors brings different expertise to the table (Figure 8) [Collins 2004h].
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Figure 8. Vendors apply core expertise to RFID middleware

(Source: Forrester Research, Inc.)

3.2.1 .1. RFID Pure Plays

Some vendors such as ConnecTerra, GlobeRanger, OATSystems, Savi Technology and RF Code are categorized as Pure Plays.  These vendors offer products that integrate with RFID readers, filter and aggregate data, and incorporate business rules. These software providers are still in the early stages of developing RFID middleware but they have gained valuable practical RFID know-how through their involvement in RFID standards development and pilot tests [Leaver 2004]. Table 3 lists some of the RFID middleware solutions offered by these companies.

	Company Name
	Specialty
	RFID Middleware

	ConnecTerra
	Enterprise Software/Middleware specialist
	RFTagware 1.0 

(March 2004)

	GlobeRanger
	mobile supply chains solutions for transportation and logistics
	iMotion

(July 2002)

	OATSystems
	transactional systems as well as RFID systems
	EPC-IS Edge server  3.0 (May 2004)

	Savi Technology
	Developer of supply chain execution services
	Savi Smartchain 4.3

(April 2004)

	RF Code
	Data collection systems
	TAVIS (Total Asset VISibility),


Table 3. Middleware Pure Play vendors

3.2.1 .2. Application Vendors

Driven by RFID mandates, this group of vendors offers RFID compatible applications from warehouse and asset management to more sophisticated solutions with reader coordination, data filtering, and business logic capabilities. Manhattan Associates and SAP are two of the software providers identified as Application Vendors.

Manhattan Associates, a warehouse management application vendor, is one of the early application providers. Manhattan Associates’ “RFID-in-a-box” solution is designed to allow customers to test the applications before the actual use. Manhattan Associates’ other product, Integration Platform for RFID, has data filtering, routing, and aggregation tools, which is best for customers that have faced immediate mandates [Leaver 2004; Wolfe 2003].

SAP’s solution possesses balanced functionality for reader management, integration, and data routing. However, it is limited to the logistics functionalities within SAP’s existing supply chain management solution. This tool is best suited to the needs of the current users of SAP for supply chain management processes. In January 2004, SAP introduced its infrastructure software, NetWeaver, which is compatible with RFID technology. This Java-based product is capable of integrating and synchronizing RFID data with other enterprise applications data [Bednarz, 2004; Leaver, 2004].

3.2.1 .3. Platform Giants

These vendors are providers of strategic RFID middleware architecture, which leverages the vendors’ application development, data management, and process integration products. Sun Microsystems, IBM, Oracle, and Microsoft are among platform Giants. 

Sun Microsystems was the first, among large platform providers, to offer a generally available RFID middleware solution. Sun’s RFID software is based on Java and EPC standards. This product is suitable for early adopters with tight schedules to meet mandates (such as Wal-Mart’s) from the industry. Since this product does not include graphical configurations and management tools, buyers need to have Java developers at hand or purchase these capabilities from third-party vendors [Leaver, 2004; Sun Microsystems, 2004].

In 2003, IBM introduced its first RFID service
, which was focused on particular segments of the industry aimed at retailers and consumer packaged goods manufacturers. In September 2004, IBM announced its new offering, which has been packaged for industries, including automotive, aerospace and defense, manufacturing, chemicals and petroleum, forest and paper, and electronics. IBM is also launching some RFID services that are customized for midsize
 businesses [Collins 2004b].

Oracle provides sensor-based services
, which provide capabilities for capturing, managing, analyzing, and responding to data from sensors (for examples temperature sensors. Oracle’s tools allow customers to integrate sensor based information to their enterprise systems [Ferguson, 2004; Oracle, 2004].

Microsoft has planned to incorporate RFID capabilities such as data filtering and reader management to its BizTalk and SQL Server middleware tool. This solution is not available yet and early adopters will have to rely on Microsoft partners such as GlobeRanger for immediate RFID capabilities [Forrester, 2004].

3.2.1 .4. Integration Specialists

Integration Specialists add RFID capabilities such as reader coordination to their existing technologies [Leaver, 2004]. WebMethods offers solution suitable for starters. This product adds RFID features to the vendor’s existing Enterprise Services Platform capabilities. TIBCO offers EPC Agent software package, which adds RFID compatible features to the vendor’s existing BusinessWorks platform. The products by these vendors are a good start for customers that intend to adopt RFID over time; however, the customers, in order to have complete solutions, should also use products from Pure Plays [Leaver 2004].

Forrester’s report identifies Manhattan Associates, OATSystems and SAP as the providers of the best middleware, as of now, because of the ability of their middleware to transform the RFID deployments of today, which are mostly factory level to enterprise level use in the future. The report identifies SAP as a long-term leader in the industry based on its experience for both infrastructure and applications [Collins 2004h].

3.3 Privacy 

Consumer advocacy groups have raised concerns about the threat to personal privacy created by the adoption of RFID. The biggest fear is that when retailers start to tag individual items, the consumers’ privacy will be invaded. Some consumer groups have raised the privacy issue and expressed fear that RFID tags would collect too much personal information such as shopping habits, etc. Privacy advocates worry that, once the individual items start being tagged, the government would be able to track movements of citizens, marketing companies would be able to track the consumers and their shopping habits, and thieves would be able to identify what is inside an individual’s home.

Katherine Albrecht, founder of CASPIAN (Consumers Against Supermarket Privacy Invasion) has been active in fighting against the adoption of RFID tags at the consumer goods level [Dinham 2004]. Besides CASPIAN, some of the groups supporting increased regulation of the use of RFID tags at the consumer level include Electronic Privacy Information Center (EPIC), the American Civil Liberties Union Consumers and Ralph Nader’s Consumer Project on Technology. These pro-regulation institutions “released a manifesto last November, demanding that merchants be prohibited from forcing or coercing customers into accepting live or dormant RFID tags in the products they buy” [McCullagh, 2004]. In February, California State Sen. Debra Bowen introduced a bill that attempts to regulate RFID technologies. This bill originally stated that before such tags can be used for information collection, a business “shall obtain written consent”. Similar approaches have been taken in some other states such as Utah, Missouri, Virginia, and Maryland. Jeff Oddo, a spokesman for the Uniform Code Council, an organization which oversees bar codes and an RFID association (EPCglobal), stated: “We feel that any efforts to prematurely legislate or regulate the technology before it has a chance to be implemented really will prevent industries from unlocking the benefits of the technology” [McCullagh, 2003].

Advocates of RFID technology argue that at this point concern over consumer privacy issues are not relevant because, first, the tags, except in some pilot projects, are not being attached to the individual items but rather are being attached to pallets of the product. Second, as Dick Cantwell Vice-President of Gillette asserts, “at this point in time, the tag is useless beyond the store shelf. There is no value and no harm in the tag outside the distribution channel. There is no way it can be read or that (the) data would be at all meaningful to anyone” [McCullagh, 2003]. In addition, the tags (especially the passive ones) would not be read unless they are within the range of a reader; thus making it practically impossible for thieves or marketing people to retrieve the information. Martin Reynolds from Gartner group believes that:

 “Some of the most widely publicized fears, such as the possibility that the implants could be used to track individuals in public places — are largely unfounded. Like security badges and electronic subway tokens, these devices are designed to work only across short distances. Moreover, although these devices are wireless, they communicate using only magnetic field.” [Reynolds 2004]. 

Furthermore, consumers’ information is already extensively available (through, for example, credit cards, EZ-tags, etc.) to marketers; therefore, the fear over the availability of consumers’ information to companies is not compelling. 

Some industry experts’ believe that the privacy movement is primarily concerned with the use of tags at the retail level. Dr. Cheryl Shearer, IBM’s Global Leader, Business Development for Emerging Markets, in an interview with ZDNet Australia, said “I think the RFID privacy movement is primarily an anti-retail movement, because no one is discussing this at all in manufacturing process control or its use in libraries” [Dinham 2004]. RFID technology advocates believe that the fear over loss of privacy has been exaggerated. Regardless, there have been some attempts from industry to address privacy concerns.

3.3.1 Solutions to Privacy Concerns

As with many other technologies, RFID has and will continue to face resistance during the early stages of adoption. Even bar code technology, which is now ubiquitously used, faced resistance during its early stages of adoption. For example, in 1974, Phil Donahue, the TV talk show host suggested that the Universal Product Code (Bar Code) could be used as a means for grocers to confuse and trick shoppers by replacing price tags with bar codes. Many believe that the consumer privacy issue is similar to concerns that were raised when bar codes and grocery-store loyalty cards were introduced. Once consumers got used to these new technologies, the concern disappeared. Today the use of bar coding in grocery stores saves Americans more than $17 billion a year [McCullagh, 2004].

Largely, some of the solutions that have been proposed include educating consumers about the presence of tags on items they are purchasing, disabling the tags after each purchase, and working closely with RFID advocates. In addition, EPCglobal has issued some guidelines to be followed by the companies that comply to EPC standards [McCullagh, 2003, 2004].

Educating Consumers

“Should the industry fail to educate consumers about RFID, that role will default to consumer advocacy groups, which have already raised the issue of privacy as a key concern” [Capgemini, 2004]. Most consumers have not yet formed an opinion about RFID technology. Therefore, industry has an opportunity to take the lead in educating consumers about both the technology and consumers rights.

Disabling the Tags

One way to address most privacy concerns is to disable RFID tags after the consumer has made the purchase. “Standards organizations such as EPCglobal have specified a “kill command,” and 13 companies, including Philips Semiconductors and Texas Instruments, elaborated on it in their own proposal, which would include a 32-bit kill switch” [McCullagh 2003, 2004].

Working with Privacy Advocates

Jeff Woods, an analyst at Gartner Group believes “Industry initially treated privacy advocates with hostility … We now advise our clients to meaningfully engage the privacy advocates. Good privacy is good business” [Hesseldahl, 2004c]. For example, U.K. retailer Marks & Spencer, which is in the process of deploying item-level tagging on its goods, has decided not to use the RFID tags during business hours and just activate the tags for regular inventory checks. Christine Spivey Overby, a senior analyst at Forrester, says Marks & Spencer reached this decision after consulting with consumer privacy advocates [Hesseldahl, 2004c].

The scientists at RSA Security Inc. in Bedford, Massachessts, have come up with what they call an RFID jammer. The RFID jammer emits a signal that would cause any reader (in the range) to ignore other RFID signals. The idea is that customers would be able to own RFID jammers and carry it in their purse or wallet or even implement it in their cell phones. The jammer can be deactivated whenever the customers need to have items scanned. “You can think of the blocker tag [RFID jammer] as doing for RFID the same thing a paper bag does for the products you buy today,” [Bray, 2004] said Dr. Burt Kaliski, RSA's chief scientist. This solution is appealing to some anti-RFID activists. For example, Katherine Albrecht praised RSA’s development that protects consumers’ privacy [Bray, 2004]. Therefore, working and consulting with consumer privacy advocates seems like a good way to resolve consumer privacy issues.

EPCglobal Guidelines

EPCglobal has adopted some guidelines to be followed by all of the companies that intend to implement RFID deploying EPC. These guidelines are intended to comply with national and international legislation and regulations that deal with consumer privacy issues. EPCglobal will continue to evolve the guidelines as more progress is made in EPC development and as more consumer research is done. The guidelines will take effect on January 1, 2005 [EPCglobal, 2004a]. These guidelines include, Consumer Notice, Consumer Choice, Consumer Education, Record Use, Retention and Security. EPCglobal requires all the conforming companies to notify the consumers of the presence of EPC on the products or the packaging by using an EPC identifier or logo on the products or packaging [EPCglobal, 2004a]. EPCglobal requires that companies notify consumers about the choice they have in discarding, disabling, or removing EPC tags from the products they purchase. It is expected that the EPC tags for most of the products will be part of the packaging, which is disposable. Otherwise, the consumer should be able to remove or disable the tag. EPCglobal has committed itself to find additional cost effective ways to expand the consumers’ choices [EPCglobal, 2004a]. EPCglobal requires all conforming companies to cooperate to appropriately educate consumers about the technology and consumer choices [EPCglobal, 2004a]. EPCglobal requires the conforming companies to maintain the records that have been generated through the use of EPC. The maintenance of the records should be in compliance with the all the applicable laws. In addition, EPCglobal requires that companies fully inform consumers about the policies regarding the retention, use, and protection of consumer data [EPCglobal, 2004a].

In spite of all of the attention that the RIFD consumer privacy issue has received, not many consumers are aware of RFID. A study by Capgemini and the National Retail Federation that surveyed more than 1000 people concluded that 77% of consumers were not familiar with RFID. The survey also showed that of those consumers that were aware of RFID, 42% had a favorable perception of the technology, and 31% had no opinion [Bacheldor 2004; Capgemini 2004]. Therefore if companies take the lead in educating consumers about the technology and its benefits, reassure them that fear over privacy invasion is baseless, and continue to come up with solutions that would allow consumers to activate and deactivate the tags at their convenient; consumers and consumers’ privacy advocate groups would likely be open to the use of RFID technology at the consumer goods level.

Conclusion 

RFID technology has been around for over fifty years. Throughout the years, RFID technology has developed to the point that its use has become a requirement by some industry leaders. RFID technology has made a large number of applications possible. However, several issues have slowed down the process of adoption of RFID technology. Some of these issues include standardization, the need for efficient middleware for intelligent use and integration of data to business applications, and the controversies around consumer privacy invasion. These issues have been addressed to some degree. Several institutions have been active in the process of standardization. EPCglobal has been one of the most active figures in standardization of RFID technology. EPCglobal’s goal has been to standardize all aspects of the use of RFID technology. In order to achieve this goal, EPCglobal has developed EPCglobal NetworkTM, a set of standards aimed at enabling automatic and instant identification of items in supply chain and sharing the information throughout the supply chain. Many software and hardware providers have been active in the development of middleware for RFID data integration to business applications. 

References
Bacheldor B. (2004) “Study: RFID Not Well-Known By Consumers”, InformationWeek

http://www.informationweek.com/story/showArticle.jhtml?articleID=22101950, (June, 2004)
Barlas D. (2003), “Wal-Mart’s RFID mandate”, The E-Business News Executive Daily, http://www.line56.com/articles/?ArticleID=4710, (June 2003)
Bednarz A. (2004) “SAP unveils RFID middleware”, NetworkWorldFusion,

http://www.nwfusion.com/news/2004/0112saprfid.html, (January 2004)
Bray H (2004) “Usefulness of RFIDs worth the annoyance”, The Boston Globe, 

http://www.boston.com/business/articles/2004/04/12/usefulness_of_rfids_worth_the_annoyance/, (April, 2004)

Brock D. L. (2001) “The Electronic Product Code (EPC): A Naming Scheme for Physical Objects”, Auto-ID Center, (January 2001)

Brock D. L. (2001) “The Physical Markup Language”, Auto-ID Center, (February 2001)

BusinessWeek (2004) “Inching Toward the RFID Revolution”, BusinessWeek Online,
http://www.businessweek.com/technology/content/aug2004/tc20040831_4930_PG2_tc172.htm, (Aug. 2004
Chai, W. (2004) “NEC lends weight to RFID standards effort”, ZDNet UK,

http://news.zdnet.co.uk/business/0,39020645,39155563,00.htm, (May 2004)
Chokshi, N. et al. (2003) “Routes for Integrating Auto-ID Systems into Manufacturing Control Middleware Environments”, Auto-ID Center, (October 2003)

Collins, J. (2004) “ConnecTerra Releases RFTagAware”, RFID Journal,

 http://www.rfidjournal.com/article/articleview/826/1/1, (March 2004)

Collins, J. (2004) “IBM Expands RFID Services”, RFID Journal, 

http://www.rfidjournal.com/article/articleview/1117/1/1/, (Sept. 3004)

Collins, J. (2004), “OATSystems Releases Version 3.0”, RFID Journal,

http://www.rfidjournal.com/article/articleview/958/1/1, (May 2004)
Collins J. (2004) “Publisher Tags All Library Books”, RFID Journal,

http://www.rfidjournal.com/article/view/1128, (Sept. 2004)

Collins J. (2004) “RFID Middleware Mimics Network”, RFID Journal,

http://www.rfidjournal.com/article/view/1135, (Sept. 2004)

Collins J. (2004), “Savi Adds EPC support”, RFID Journal  http://www.rfidjournal.com/article/articleview/864/1/1, (Apr. 2004)

Collins J. (2004) “Test Set for RFID-Enabled Phones”, RFID Journal, http://www.rfidjournal.com/article/articleview/1125/1/1, (Sept. 2004)

Collins J. (2004) “Which RFID Middleware Is Best?”, RFID Journal, http://www.rfidjournal.com/article/view/1106, (Sept. 2004)

Dinham A. (2004) “IBM hits back at RFID critics”, ZDNet Australia, 
http://www.zdnet.com.au/news/business/0,39023166,39146173,00.htm, (April 2004)
EPCglobal (2004a) “Frequently Asked Questions”, http://www.epcglobalinc.org/about/faqs.html#1
EPCglobal (2004b) “Guidelines on EPC for Consumer Products”, 

http://www.epcglobalinc.org/public_policy/public_policy_guidelines.html
EPCglobal US (2004) “Standards”, http://www.epcglobalus.org/Network/standards.html
Ewing J. (2004), Test-Flying Tomorrow's Supermarket, Businessweek, 

http://www.businessweek.com/magazine/content/04_17/b3880015.htm, (April 2004)

Feder B. J. and T. Zeller (2004) “Identity Badge Worn Under Skin Approved for Use in Health Care”, The New York Times, http://www.nytimes.com/2004/10/14/technology/14implant.html?ex=1099195200&en=99a284290f7625ff&ei=5070&oref=login&ex=1098768272&ei=1&en=16bd3e3a1a1cfb41 (Current Oct. 14, 2004) 

Ferguson R. B. (2004), “Oracle Unleashes RFID Middleware”, eWeek,

http://www.eweek.com/article2/0,1759,1557919,00.asp?kc=EWNKT0209KTX1K0100440,

(March2004)

Capgemini (2004), “RFID and Consumers: Understanding Their Mindset”,

http://www.se.capgemini.com/upload/dokument/produktblad/RFID_NRF.pdf
Gardner, W. D. (2004) “RFID Chips Implanted In Mexican Law-Enforcement Workers”, InformationWeek, http://www.informationweek.com/story/showArticle.jhtml?articleID=23901004&tid=5978 (Current July 15, 2004)
Gilbert A (2004) “FDA approves injecting ID chips in patients”, CNET News.com, http://news.com.com/FDA+approves+injecting+ID+chips+in+patients/2100-7337_3-5408223.html?tag=prntfr (Current Oct. 13, 2004)

Gilbert A (2004) “Theme park takes visitors to RFID-land”, CNET News.com, http://news.com.com/Theme+park+takes+visitors+to+RFID-land/2100-1006_3-5366509.html?tag=st.rn (Current Sept. 2004)

Gilbert A. (2004) “RFID, coming to a library near you”, CNET News.com,

http://news.com.com/RFID%2C+coming+to+a+library+near+you/2100-1012_3-5411657.html,

(Oct 2004)

Goyal A. (2003) “Technical Report: Savant™ Guide”, Auto-ID Center, (April 2003)

Hesseldahl A. (2004) “A Hacker's Guide To RFID”, Forbes,
http://www.forbes.com/commerce/2004/07/29/cx_ah_0729rfid.html, (July 2004)

Hesseldahl A. (2004) “Master of the RFID universe”, Forbes,

http://www.forbes.com/manufacturing/2004/06/29/cx_ah_0629rfid.html, (June 2004)
Hesseldahl A. (2004) “Will Store Tags Tag You?”, Forbes, 

http://www.forbes.com/commerce/2004/07/06/cx_ah_0706rfid.html, (July, 2004)

HiPoint Technology, www.hi-point.com/resources.html, November 2002.
IRD (International Road Dynamics), “Wireless Concrete Maturity Monitor”,

International Road Dynamics (IRD) Inc., (May 2004)

Kerner S. M. (2004) “RFID Middleware Battleground Emerges”, InternetNews.Com, http://www.internetnews.com/ent-news/print.php/3401611, (Aug. 2004)

Landt J. (2001), “Shrouds of Time, The history of RFID”, Aimglobal,

http://www.aimglobal.org/technologies/rfid/resources/shrouds_of_time.pdf, (Oct. 2001)
Leaver S. et al. (2004) “Evaluating RFID Middleware: Picking The Right Solution For Integrating RFID Data Into Business Applications”, Forrester Research Inc.

Lemos R. (2004) “RFID tags become hacker target”, ZDNet Australia,
http://news.com.com/RFID+tags+become+hacker+target/2100-1029_3-5287912.html?tag=st.rn,

(July 2004)

McCullagh D. (2004) “Don’t Regulate RFID – yet”, ZDNet Australia,
http://www.zdnet.com.au/news/security/0%2C2000061744%2C39157769%2C00.htm, (Aug. 2004)
McCullagh D. (2003) “RFID tags: Big Brother in small packages”, ZDNet Australia,
http://news.com.com/RFID+tags+Big+Brother+in+small+packages/2010-1069_3-980325.html?tag=nl, (January 2003)

Morton, S. (2004) “Barcelona clubbers get chipped”, BBCNews,

http://news.bbc.co.uk/1/hi/technology/3697940.stm (current Sept. 29, 2004).
Oracle (2004), “RFID and Sensor-Based Services”, http://www.oracle.com/technologies/rfid/index.html
Reynolds M. (2004) “RFID Implants Need Better Privacy Protection”, Gartner Group, (Oct. 2004)
RFID Journal (2002), “Gilbarco: RFID Pumps up Profits”,

http://www.rfidjournal.com/article/articleview/9/1/1, (June 2002)

RFID Journal (2003), “GlobeRanger Demos RFID Platform”, RFID Journal, http://www.rfidjournal.com/article/articleview/356/1/1, (March 2003)

RFID journal (2004a) “Concrete Use for RFID in Roads”, 1(4), pp. 5

RFID Journal (2004b), Frequently Asked Questions, http://www.rfidjournal.com/article/articleview/207#Anchor-What-363
Roberti M. (2004c) “Consensus Reached on EPC Gen 2”, RFID Journal,

http://www.rfidjournal.com/article/view/1001/1/1/, (Sept. 2004)

Roberti M. (2004d) “DOD Sees Early Benefits from RFID”, RFID journal, 

http://www.rfidjournal.com/article/articleview/1212/1/1/, (Oct. 2004)

Roberti M. (2004e) “EPCglobal One Year Later”, RFID Journal, http://www.rfidjournal.com/article/articleview/1136/1/1/, (Sept. 2004)

Roberti M. (2004f) “The China Syndrome”, RFID Journal, http://www.rfidjournal.com/article/view/1122, (Sept. 2004)
Savi Technology (2004), “SmartChain Middleware”, http://www.savi.com/products/pr.smart.shtml
Sun Microsystems (2004), “EPC and RFID: Enabling the Next Level of Business Efficiencies”, http://wwws.sun.com/software/solutions/rfid/index.html
Wolfe E. M. et al. (2003) “Track(ing) to the Future: The Impending RFID-Based Inventory Revolution”, Bear Stearns, (June 2003)

Handheld PC Communicating with a buried tag





Wireless Tag








� In June 2003, Wal-Mart required its top 100 suppliers to label all cases and pallets with EPC compatible RFID tags by the end of 2005 [Barlas, 2003].





� EAN was formed in 1977. EAN is a UPC�-compatible system that sets standards�. Currently, EAN has 99 members, representing 101 companies.


� UCC is a nonprofit organization that supervises and manages the Uniform Product Code (UPC), the bar code standard in North America. UCC has more than 250,000 member companies. The organization provides its members with different integrated standards and business solutions.


� The purpose of these policies is to facilitate the adoption of standard specifications while avoiding uncertainties regarding intellectual property claims.





� As the development of the EPCglobal Network™ progresses, more and more companies from around the world join EPCglobal. For example, Tokyo-based “electronics giant” NEC was the first company from Japan to join (in May 2004). By joining EPCglobal, NEC is able to participate in standardization projects and have access to the necessary information. [Chai 2004] EPCglobal has been enthusiastic to encourage China to join because China is a major player in the global retail industry. As of September 2004, there has not been any reaction from China in this regard [Roberti 2004d].





� These standards are based on ISO 180006-A, ISO 180006-B, EPC Class 0 and EPC Class 1.


� The difference between Universal Product Code (UPC) and Electronic Product code (EPC) is that, UPC identifies a model of an item but EPC identifies an individual item.


� When readers read the RFID tags, EPC is used to retrieve root ONS servers via the Internet for directions to other places on the Net more information a particular item is stored. 


� Verisign is the company that handles the Internet Domain Name System. 


� The PML language is being designed in way that it would not provide any data that can be calculated or inferred from other data.


� Rather than reinventing a new syntax for the Physical Markup Language use of the extensible Markup Language (XML) has been proposed so that each industry can use meaningful representations.


� IBM’s RFID solutions have three phases; consulting and development of the business case for RFID deployment, deploying a 12-week pilot, and full rollout of the RFID system.


� As Faye Holland, worldwide RFID leader for IBM Global Services says, “Eighty-five percent of the companies that have to comply with mandates from Wal-Mart and the DOD are in the mid-market” [Collins 2004b].





� Oracle’s services are based on “Oracle Database 10g, Oracle Application Server 10g, Oracle Enterprise Manager 10g, and Oracle E-Business Suite 11i” [Oracle] In March, 2004, Oracle also introduced its Compliance Assistance Package (CAP), which includes pre-built adapters to Wal-Mart, Target and Albertsons that would help companies with the adoption of RFID to meet the mandates. [Ferguson 2004]
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